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NATIONAL HISPANIC 
HERITAGE MONTH  
 

ational Hispanic Heritage Month 
will be celebrated from 15 Septem-
ber to 15 October 1999. The theme 

of this year’s observance is “Vision for 
the 21st Century.” 
 
Commemorative events will be scheduled 
throughout USAREUR to mark this ob-
servance. Leaders should refer to 
USAREUR Pamphlet 600-21 and encour-
age participation in these events within 
mission constraints. 
 
OPERATION ALLIED FORCE 
SCROLL OF APPRECIATION  
 

he CG, USAREUR/7A, has ap-
proved an Operation Allied Force 
Scroll of Appreciation to be 

presented to military and civilian 
personnel who took part in or supported 
Operation Allied Force. Eligible 
personnel include those from USAREUR 
and other commands (for example, 
SHAPE, USEUCOM, USAFE), 
temporary change of station (TCS) 
augmentees from the continental United 
States, rear-detachment personnel, and 
members of affected family support 
groups. 
 
The Operation Allied Force scroll has the 
signature of the CG, USAREUR/7A. The 
first lieutenant colonel in the chain of 
command or supervision may countersign 
the scroll on the line at the lower left. 
Units and offices will present the scroll at 
an appropriate ceremony. 
 
Commanders and staff sections can re-
quest the Operation Allied Force scroll 
through regular publications channels 
from the United States Army Publications 
and Distribution Center, Europe. The no-
menclature for ordering the scroll is US 
MISC Pub 20. 

DIRECTORY OF KEY 
PERSONNEL, UNITED STATES 
ARMY , EUROPE 
 

he Directory of Key Personnel, Unit-
ed States Army, Europe (USAREUR 
Circular 10-10), is available in 

electronic format at 
http://www.aeaim.hqusareur. 
army.mil/library/home.htm. USAREUR 
Circular 10-10 is intended for USAREUR 
commands and HQ USAREUR/7A staff 
offices. 
 
The electronic version is updated as 
changes occur. Users are encouraged to 
check the electronic version for current 
information and to submit changes as they 
occur. 
 
The printed version is updated twice a 
year. Personnel who need paper copies of 
this circular must order them through 
their unit publications clerks. Publica-
tions clerks can order copies and sub-
scribe to future editions at http://usapdce. 
frankfurt.army.mil. The nomenclature for 
ordering the circular is US CIR 10-10. 
 

ODCSIM ORGANIZATION 
DAY  
 

he Office of the Deputy Chief of 
Staff, Information Management 
(ODCSIM), HQ USAREUR/7A, will 

be closed for its organization day on 
Friday, 17 September 1999. 
 
Personnel who urgently need ODCSIM 
assistance may call the ODCSIM staff 
duty officer at MRT: 0171-3055322. 
 

COMMUNICATIONS 
SECURITY  
 

SAREUR personnel will not pro-
cess, store, or send classified infor-
mation on nonsecure 

telecommunications systems. DOD 

telecommunications in-clude computer 
networks, fax machines, modems, 
telephones, and radios. Use of official 
DOD telecommunications sys-tems 
constitutes user consent to informa-tion 
systems security monitoring. 
 
Commanders will ensure the following 
telecommunications security notification 
requirements are met: 
 
ØOfficial Army telephone or communi-
cations directories published in 
USAREUR will display the following se-
curity notice on the front cover or prom-
inently in the general information sec-
tion: 
 

ATTENTION! 
DO NOT PROCESS, STORE, OR 
TRANSMIT CLASSIFIED INFORMA-
TION ON NONSECURE TELECOM-
MUNICATIONS SYSTEMS. OFFI-
CIAL DOD TELECOMMUNICA-
TIONS SYSTEMS – INCLUDING 
TELEPHONES, FACSIMILE MA-
CHINES, COMPUTER NETWORKS, 
AND MODEMS – ARE SUBJECT TO 
MONITORING FOR TELECOMMU-
NICATIONS SECURITY PURPOSES 
AT ALL TIMES. USE OF OFFICIAL 
DOD TELECOMMUNICATIONS 
SYSTEMS CONSTITUTES CON-
SENT TO INFORMATION SYSTEMS 
SECURITY MONITORING. 

 
ØDD Form 2056 (Telephone Monitoring 
Notification Decal) is on telephones (ex-
cluding tactical telephones) and fax ma-
chines (excluding machines that are part 
of another device) in the Army, including 
secure telephone units-III (STU-IIIs). 
When the DD Form 2056 is put on STU-
III instruments and fax machines used to 
send and receive classified information, 
the statement “DO NOT DISCUSS 
CLASSIFIED INFORMATION” will be 
removed. 
ØA computer log-on security notice is on 
all computer systems (AR 380-53). 
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ØNew personnel will receive a briefing 
on the information above. 
 
The Office of the Deputy Chief of Staff, 
Intelligence, HQ USAREUR/7A, has 
more information on communications se-
curity (370-7213). 
 

IMPAC P RINTING  
 

he Defense Automated Printing Ser-
vice, Europe (DAPSEUR), now ac-
cepts the International Merchant Pur-

chase Authorization Card (IMPAC) to 
pay for printing. Units may also pay us-
ing DD Form 448 (Military Interdepart-
mental Purchase Request). 
 
Printing requests must be processed 
through and approved by unit printing/ 
reproduction control officers before being 
submitted to DAPSEUR regardless of 
how the fee is paid. 
 

NEW ELECTRONIC 
PUBLICATIONS  
 

he following USAREUR publica-
tions have just been published and 
are available only in electronic 

format in the Electronic Library of 
USAREUR Publications and AE Forms at 
http:// 
www.aeaim.hqusareur.army.mil/library/
home.htm: 
 
ØUSAREUR Supplement 1 to AR 190-22, 
Searches, Seizures, and Disposition of Proper-
ty, 10 August 1999 
 
ØUSAREUR Regulation 10-18, Commanding 
General, USAREUR/7A, Liaison Office, Ber-
lin and Bonn, 6 August 1999 
 
ØUSAREUR Regulation 95-1, USAREUR 
Aviation—General Provisions and Flight 
Regulations, 12 August 1999 
 
ØUSAREUR Regulation 190-30, Military Po-
lice Investigations, 5 August 1999 
 
ØUSAREUR Regulation 600-1, Regulated 
Activities of Members of the U.S. Forces, the 
Civilian Component, and Family Members, 13 
July 1999 
ØUSAREUR Regulation 710-1, The Standard 
Army Retail Supply System (SARSS) Para-
meters, 3 August 1999 
 

HOMEPAGE AND WEBSITE 
REGISTRATION  
 

SAREUR homepages and websites 
on the World Wide Web (WWW) 

must be registered with the Office of the 
Chief, Public Affairs (OCPA), HQ 
USAREUR/7A. This requirement allows 
USAREUR to safeguard operational se-
curity and to monitor homepage and web-
site creation and content. Webmasters can 
register their homepage or website by 
completing the electronic form available 
on the HQ USAREUR/7A Homepage at 
http://www.hqusareur.army.mil. 
 
Personnel responsible for homepages and 
websites must ensure that— 
 
ØSecurity and access controls are in 
place when necessary. 
 
ØInformation on the homepage or web-
site does not include malicious software 
codes (for example, viruses such as Tro-
jan Horse, Logic Bomb, Worms). 
 
ØThe following information is not on the 
homepage or website: 
 
wClassified, sensitive, or For Official Use On-
ly information (including information protect-
ed by the Privacy Act). 
 
wInformation protected by the Freedom of In-
formation Act. 
 
The HQ USAREUR/7A Homepage pro-
vides more information and links to DOD 
and DA regulations concerning home-
page and website creation and content. 
For assistance, personnel may contact the 
USAREUR Webcell staff at 370-7465. 
 

USAREUR PAMPHLET 
RESCISSION 
 

he following USAREUR pamphlet is 
rescinded (the proponent staff office 
at HQ USAREUR/7A is shown in 

paren-theses): 
ØUSAREUR Pamphlet 55-1, The Do-It-
Yourself (DITY) Method of Moving Personal 
Property Within Germany, 25 February 1997 
(ODCSLOG) 
 

HOW TO USE THIS BULLETIN  
 

Q USAREUR/7A publishes the 
USAREUR Bulletin (UB) on the 1st 
and 15th of each month. The UB is 

appli-cable commandwide and will be 
posted on unit bulletin boards. 
 
Only items sent by or through a HQ 
USAREUR/7A staff office will be ac-
cepted for publication in the UB. HQ 

USAREUR/7A staff offices may send 
items by fax (370-6568), mail (HQ 
USAREUR/7A, ATTN: AEAIM-SM-EB, 
Unit 29351, APO AE 09014), or e-mail 
(pubsmail@hq.hqusareur.army.mil). 

 

Personnel with questions or comments 
about this bulletin may contact the UB 
editor by telephone (370-6267) or e-mail 
(pubsmail@hq.hqusareur.army.mil). 

 

For the Commander: 

 

CHARLES C. CAMPBELL 

Major General, GS 

Chief of Staff 

 

Official: 

 

 

 

 

 

JOHN P. CAVANAUGH 

Brigadier General, GS 

Deputy Chief of Staff, 

    Information Management 

 

DISTRIBUTION : 

 

Distribute according to DA Form 12-88-
E, block number 0794, command-level A 
(USAREUR Bulletin).* 

 

*One copy for each officer, warrant offi-
cer, and every 10 enlisted and civilian 
personnel. 
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